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1. OBIIUE CBEJIEHMS

IIporpammuslil koMiuieke «Pacxogomep MCO» Ha ocHOBaHUM npoTokosa PerepabHOTO areHTCTBA 10
TEXHUYECKOMY DETYJIMPOBAHUIO M METPOJIOTUH MPOMIEN OQUIHMATIBHOE CIHYEHHE U OQUIHMATIBHYIO
METPOJIOTMYECKYI0 aTTECTAllMI0 U PEKOMEHJOBaH K NpuUMeHeHHI0 Ha Teppuropun PO. IIporpammusbiit
koMmiuiekc «Pacxogomep NCO» npenHa3HaveH sl OCYLIECTBICHUS METPOJIOTMUECKOT0 KOHTPOJIS U Ha/130pa
32 U3MEPUTEIbHBIMU KOMILJIEKCAMHU pacxola U 00bEMa B COOTBETCTBUM C AJTOPUTMaMM HallMOHAIbHBIX
crangaptos PO.

[Iporpammusbiii kommuieke «Pacxomomep MCO» BKIIIOUEH B €IMHBIN peeCTp POCCUUCKUX TPOTrpaMM s
AJICKTPOHHBIX BBIYMCIIMTENBHBIX MalluH U 0a3 JaHHBIX 1O npukasy MwuHkomcBs3u Poccun ot 09.03.2017

Ne 103, IMpunosxenue 1, . Ne 130, peectposbiii Ne 3003.
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2. TPEBOBAHMUSA

[Tporpammustii komrieke «Pacxomomep MCO» He moiep:kuBaeT padoTy Ha BUPTYaTIbHON MAIlIUHE U

TepMUHANIBHBIN gocTyn. JInnensus «Pacxomomepa MCO» TpeOyeT BHINOIHATh YCTAHOBKY U PETUCTPAIUIO HA
Kaxaoil  ¢usnueckoir MmammHe, Trae OyAeT  MCIONB30BaThCcsl  mporpamma. Kaxaelii  MoIyiib

«Pacxogomepa MUCO» peructpupyercsi OTIEIbHO.

2.1. CucremHble TPeOOBaHUS
CPU (mporeccop) ¢ wactoroit He meHee 2 [T,
RAM (oneparuBHas namsaTh) He MeHee 2 1'0 (pekomenmyetcs 4 1°0).
HDD (xectkuii auck) — He MeHee 500 MO ¢cBOOOIHOTO MPOCTPAHCTBA.

MonnTop c pazpenienueM He MmeHee 1024x768 Touek.

2.2. TpedoBaHuUsl K IPOrpaMMHOMY o0ecreyeHHI0
PEJ] OC Bepcuu 7.3.1 (u BbIIIE).

[Tporpamma aiist mpocmotpa pdf-noxkymentos (Opaysep).
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3. YCTAHOBKA IMTPOT'PAMMBI

Hwxke Oyner paccMoTpeH npumep «4ucToi» yctaHoBkM [IO Ha TepCOHANbHBIA KOMITBIOTEP C

onepanuonnoit cucremoit PEJL OC (Mypowm 7.3.1).

AT 1

Ckonpyiite yctaHOBOUHBIN daitn «Setup RISOV3_Liny B 10MaIIHO0 AUPEKTOPHIO ITOJIH30BATENIS.

= user - o x

®aiin MpaBka Bwg Mepexos 3aknagky [Momollb

&° Hasag ¥ ©°2 Brnepgg ¥ @ @ & EI g =/ 100% [® = MNpocMoTp B BUZE 3HAYKOB ¥ Q

4[] user thinclient_drives »

MecTa v % Eif

KomneioTep user b 3arpysku b4

@ user
—
- —
[F1PaBouwnii cTon /_*

thinclient_drives

o

My3blka

. ®ainoBan cICT...
[ AokymeHTbl
[3arpysku
[FMy3bika
[F11306paxeHmns
[FBugeo

@ KopawHa

YcTpoiicTBa
“redos-MU...

T thinclient_... =

I

CeTb

S MpocMoTpeTs ...

OB e fOCTYMHbIE

10 o6bekToB, cBoboaHo: 34,8 GIB

[ —
‘
JOKYMEHTBI

[ —
-

Pabouwii cton

3arpysku

[ —
-

LabnoHsl

@)

WM3obpaxeHys

6

RashodomerlSO
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AT 2

Knukaute npaBoil KHOMKOM MBIIIH 110 YCTAHOBOYHOMY (haiiiny, BEIOEpUTE B KOHTEKCTHOM MEHIO ITyHKT

«CBoiicTBa» U 3adaiite aTpuOyThl UcTIONHsIeMOro (haiina Ha Bkiaake «lIpaBay.

user - 0o x
@af R
| E Zoﬁc'rsa apxuBa «RashodomerlSO» x
@ OTP B BUJE 3HAaYKOB ¥ Q
MpocToit SmMbnemsl Mpaea OTKpbIBaTE B Mporpamme 3ameTKun
Bnagenewy E %
Ipynna: user ¥

3 f

Ipynma: YTeHune 3annce BbINonHeHVe

pl
OcTanbHbIE: YTeHwe 3annce BhinonHeHWe E 0

B10HbI RashodomerlsO

Ocobble dnaru: YCTaHOBWUTL WAEHTWGUKATOP Nonk3osaTens (SUID)

YCTaHOBWMTL WAEHTUGKUKATOP rpynnel (SGID)

Nunkwia (sticky)

M Emmmmmmr.m!ﬁ =

B TeKcToBOM BUJE: -rWXr--r--
Ce KoHTekcT SELinux: unconfined_u:object_r:data_home_t:s0
i MocnefHWe nsmeHeHWa: €6 20 asr 2022 20:46:50
MomoLlb 3aKpbiTh
«RashodomerISO» BblgeneH (61,4 MiB), CBobogHoe mecTo: 34,8 GiB

3amycTuTe YCTaHOBOYHBIN (haiiyl mporpaMMbl U BBIIIOJIHUTE YCTAHOBKY, ClIeAys MOJACKa3KaM Macrepa

YCTaHOBKH.

Karamor AJI1 YCTAHOBKHU IPOTPaMMHOI'0 KOMIIJICKCA JOJIKCH HaXOAHUTHCA B I[OMaIHHeﬁ JAUPCKTOPHUHU.
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4. PETUCTPALIUA ITPOI'PAMMBI

Peructpanuio nporpammbl cile€AyeT BBINOJIHATH C IpaBamu aaMuHHUcTpartopa! Kaxnaelii momyinb
nporpaMMHoro komiuiekca «Pacxomomep MCO» peructpupyerca otraenbHO. KoamdecTBO JOCTYHHBIX

aKTI/IBaHI/Iﬁ MOYJIA OIrpaHUY€HO YUCIIOM, YKa3aHHBIM B IOT'OBOPE.

AT 1

Ilocne YCTAaHOBKM IpOrpaMMbl, HpHU HOCPBOM 3aIllyCKEC IIOSABUTCA OKHO pCeTrUCTpallud CO

CIrC¢HCpUPOBAHHBIM MHAWBHUYaJIbHBIM HOMCPOM.

Pacxogomep MCO: - 0O X
Ins Hayana paboTsl B nporpamMme Bam HeobxoauMo eé 3apervcTpMpoBaTs.
HuguenayansHeIR HoMep
KwTcOw-1GX32Z-vZLEQS-5mud]Z-Lvbszc-cocilli-Cvkgel -inbVAm-@1gAUg [ Konuposath |
Knwoy

BCTaguTh
OTMeHa
HIAT 2

Janee HEOOXOAMMO 3aliTH B IMUYHBIN KabuHeT Ha caite https://IK.st-prog.ru/.
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IIATI 3

BBenure noruH M mapoib OT JUYHOTO KabWHeTa mosb3oBarels. JIOTMH U mapoib yka3aHbel B (paiine

«Key.txt», KOTOPBIi OCTABISIETCS BMECTE C TUCTPUOYTHBOM ITPOTPAMMBbI.

Pacxogomep NCO 3.0

Bxon B NnM4HbIA KabuHeT

Norwud

MNaponk

ABTO PU30BATLCH

NMYHBIA KaBWHeT Pacxogomep MCO 1.0

NW4HbIA KabwHeT Packoaomep MCO 2.0

AT 4

Bribepure myHKT «IlomyunTh KOA akTUBALIM.

CJ [naeHan
Monb3oeatens: NG
‘= Mogynn
&= MMony4nTb KOA aKTUBaLK Opranmsauwsa: ]

E-mails: I



000 «CTII»

AT 5

Jlanee  CKONMpYHUTE  CrEeHEPUPOBAHHBIA  NPOrpaMMOM  HMHAMBUAYAJIbHBII HOMEpP B  IIOJIE
«M By anbHBIA HOMEP» U HAXMUTE KHOIIKY «Perucrpanus.

BHuMaHue: He BBOAWUTE MHIMBHUIYaJIbHBII HOMEpP M KIIOY BPYYHYIO, MCIOJb3yHTE (QYHKLUU

ornepainoHHo# cucreMsl «KonupoBate» — «BcTaBuTh»!

PGFMCTPSHMH Moagynsa nporpaMmmMHOro Komnnekca

WMHaveuayansHeIli Homep

KwTcOw-fGX32Z-vZLEQ6-SmudjZ-Lvbszc-cccili-Cvkgel-inbVAm-0igAlg

HIATI 6

HO,I[TBepI[I/ITe 3aIIpoC, Ha)XaB KHOIIKY «HOI[TBepI[I/ITb».

POTRCTRALIER WIYTR MDOIPAMLIKONT EDUNIMRCS
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HIAT" 7

CkomnupyiTe CreHepUpOBaHHBIM CalTOM KIJIIOY aKTHBAallMM B COOTBETCTBYIOIIEE I0J€ B OKHE

peructpaunn «Pacxonomepa MCO» n HaxxmutTe KHONIKY «Perucrparus».

P nc TEsige® MOy N pilinscecr Ko

el B e Sy A b mCi

K ToOver- MR T 4 TLBOHG- ST -L bz - coili-Cvlaged-inbi A -Oig A

VESSTA-BugkOL-Kugehs-W2 1 rPy-IRQ A -5 1 sh8x -l N-hmSh-A Ay E-EERDS0 ECMIEDRaTe

wogyne: I

i ehITE ONepaurdHe Cnmea Linu

Pacxopomep UCO:

Ana Havyana paboTel B nporpamMme Bam HeobxoauMo eé 3aperMcTpMpoBaTh.

WMHAMBE HaYanbHBIA HOMEP

KWwTcOw-1£GX32Z-vZLEQ6-Smud])Z-Lvbszc-cocciUl-CVkgel -1inbVAm-81gAUqg l KonWwpoeark

Kniou

1ESSrA-Bugk0Z-Xugeht-W21zPy- LRQA4K-9Ts48x-0k@wLN-3fim5h-AAybcE-SESD5C] ] Bcraeuts

PerucTpaumsa OtMena

10
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HIAT 8
[Tocne wHaxarus kHONKUA «Perucrpauusi» OTKpPOETCS JIUCT C PErUCTPAllMOHHBIMHM JIaHHBIMHU.
Pacnieuaraiite u coxpanure ero! OH nomoxetr BaMm BHOBB 3aperucTpupoBaTh MOIYJIb MOCIIE NEPEYCTAHOBKH

OTepaIMOHHOM cucTeMbl. Takke OH MOXKET MoTpeOoBaThHCS MpU 00paIllEHUU B TEXHUYECKYIO MOAIEPIKKY.

Tipo . " [
PerucrpamuonnsIe namHbie

Hismssyamsmstii Homep:
KwTeOw-fGX32Z-vZLEQ6-SmudjZ-LvbszeccciUi-CVkgel-inbVAm-0igAUq

Komiou akTusamms:
1ESStA-BugkOZ-Xugeht-W21zPy-IROA4K-9Ts48x-0kOwLN-3fim5h-A AybcE-8E9D5C

Knmou neficTsutener mx sepcuii Moy, sumymens He noszeee [N

BHUMAHHE!
Pacnieuataiire 9707 et 1 ie TepaiiTe ero! Ox mosomer Bam BHoBE 33perHCTPHPOBATE MORYTE Ha AAHHOM mocne
Tawxe ox MomeT npu B

HIATL' 9

Perucrpanus moayns 3aBepuieHa. [Ipyu BOSHUKHOBEHUH HELLITATHBIX CUTYyallui Mpoch0a oOpariarbes o

tenedonam (843) 214-42-99, 214-45-99 nubo Ha e-mail support@st-prog.ru.

11
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5. Bo3aMo:kHBIe MP0OOJ1eMbl U MX YCTPAHEHHE
5.1. YerpaHeHHe BO3MOXKHBIX IP00J1eM BO BpeMsl yCTAHOBKHU
5.1.1. OTcyTcTBHE Y MOJb30BaTEs1 paB sSudo
' C7 Oww6Ka npu nonkiTke nonytienna npas agMuHncTp: (X |
e I s notin the sudoers file. This incident will be reported.

PoK

AT 1

Otkpoiite TepMuHaI (Harpumep, couetanueM kiapuin Alt+Ctrl+T).

AT 2

[lepeiinuTe B peXuM CyNeproib3oBaTess MOCPEICTBOM KoMaHAbl SU. Bam morpeOyercst maposnb

CYHEpI10JIb30BaTECIIA.

____ Bhost-15:/home/ | B=E]ed
aiin [Mpaeka Bwug Mowck TepmwHan Momows
fhost-15 -

Password: []

IIAT 3

Ortkpotite (aitn SUJOers Ha peJakTHpOBaHKE MMOCPEICTBOM KOMaH Ikl Nano /etc/sudoers

"~ ®@host-15:/home/ | SlE)E)]

aidn TMpaeka Bug Mowck TepmwuHan [Momows

nano /etc/sudoersl]

12
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AT 4
B otkpbiBmIMMCs (aiine B KoHIE (epeMerieHre no Gaiity OCYIIeCTBISETCS CTPEIOYKaMu) JOHIITHTE
CTPOKY:

[umsa monszosaremsi] ALL=(ALL:ALL) ALL

rac [PIMH_HO.TIL?»OB&TGJISI] — UM I10JIB30BAaTCIIA, KOTOPOC BrI BUIUTC IIPpHU aBTOpU3allU B CUCTEMC (HOJIy‘II/ITB

€ro MOXKHO OTKPBIB TEPMHHAJI M BBITIOJHUB KOMaH1y Whoami).
ITo 3aBepuIeHNH PEeAAKTHPOBAHUS HAXXMHUTE codeTanus kiaBuil Ctrl+O nist coxpaHeHUs: H3MEHEHHH U

Ctrl+X ms Beixona.

| [@HGSEisiome] | BEEE]

®ann TMpaBka Bug [Mouck TepmuHan T[lomoLlb

GNU nano 4.0 /etc/sudoers N3mMeHEéH -

HSER ALL=(ALL:ALL) ALL
We omoub We 3anucate @Y lMonck W BuipezaTe @N BuipoBHATL MM Tekllozny
W4 Bhixog Wy Yntoann W 3ameHa WY Paste Textyl] Cnosapb Wl K cTpoke

AT 5

Ecnu nocie BBINOIHEHHBIX AEHCTBHUM MpobiieMa He pelniack, To NoBTopuTe AT 1 1 LIAT 2 3aHOBO,
MNPONUILIUTE MYyTh 10 YCTAHOBOYHOTO (paiiyia mporpaMMbl B KaBblYKaX (MJIM K€ MEpeTaluTe ero MbIIIKOW B
OKHO TepMHHana) M Haxmure ENter. DTo 3amycTUT yCTaHOBOUHBIM (alil mporpaMMbel  TOJ

CYIEepIIOIb30BaTEIeM.

13
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5.2. YcrpaHeHHe BO3MOXKHBIX Ipo0JieM Bo BpeMsi padoThl ¢ moayJiem Pacxogomep UCO

5.2.1. HexoppekTHoe oToOpaxenue PDF

Pemenne: ncnons3oBath Opay3ep s mpocmotpa PDF.
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